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Summary

Modern chips, especially systems-on-chip (SoCs), are
now built into cars, medical devices, loT gadgets and
critical infrastructure. This makes their security just as
important as their performance. This Special Issue looks
at how we design and verify SoCs so they can resist
real-world threats, including side-channel attacks, fault
injection, reverse engineering and counterfeiting. We are
especially interested in hardware root-of-trust and
authentication methods such as PUFs, secure-by-design
approaches that combine hardware and software and
new Al- or quantum-based techniques for spotting and
fixing hardware weaknesses. The goal is to bring together
research that goes beyond theory and offers practical
solutions engineers can actually use. We welcome
original research articles, case studies and reviews from
both academia and industry that push this field forward.
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